
GDPR is coming and schools need to be 
clear on what it means for them, as well 
as how to handle it ahead of when the 
regulations come into force on 25th May 
2018. Currently, it seems that confusion 
reigns over what schools actually need to 
be doing to ensure they can comply with 
the new GDPR regulations – not just by 
that date, but sustainably thereafter.
So why the uncertainty? Firstly, GDPR 
isn’t a piece of legislation exclusive to the 
education sector; it’s intended to protect 
the data of all individuals. Educational 
institutions are hugely affected though, 
because the number of individuals’ 
data they hold far exceeds that of many 
businesses. However, as they are already 
more procedure-led than many corporate 
organisations, this puts them one step 
ahead of the rest.
To a large extent, schools have been left to 
decide what is relevant to them and what 
is not - plus, there has only been limited 
official and local authority guidance. Why 
is this when it is such a big issue? Well, 
mainly because the legislation is generic - it 
would be impossible to document GDPR 
in detail to take account of the unique 
circumstances of every single organisation - 
and it’s therefore open to interpretation.

What’s the best way forward?
GDPR is complicated, but it needn’t be 
scary. Preparation is crucial. If your school 
hasn’t yet started to action steps to 
becoming GDPR compliant, don’t panic 
– but do take action now. If you want to 
be a school able to take this on board and 
handle it into the future, now is the time to 
get your ducks in a row.

You’ve probably seen the recommended 
12 steps to GDPR, so here are some further 
ideas to help you tackle this issue in your 
school…

1. Dedicate time to prepare for GDPR. It’s 
definitely not something that you can put 
aside a spare five minutes for here and 
there.
2. Draw up your own checklists applicable 
to your school based on each of the 12 
steps. Work through them methodically, 
allocating responsibilities as appropriate.
3. Create a reference log of all the new 
policies and procedures you’re putting in 
place, so that all staff have a consistent set 
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of rules to refer to.
4. Ensure you have the right tools to 
discover and find out where your critical 
data is located.
5. Make it a priority to sort out who will be 
your data protection officer. Even if it’s not 
a going to be a permanent solution, you 
will most definitely need someone to cover 
the role as soon as the regulations come 
into force. Get your governors and SLT on 
board. GDPR is the responsibility of the 
organisation as a whole, so everyone needs 
to be pulling together to make it happen 
for your school. In a multi-academy trust, 
perhaps a suitably experienced trustee 
could take on the role.
6. Consider creating a rotating bank of 
go-to GDPR staff champions who can 
answer others’ questions. Make this a shared 
responsibility; don’t let the burden fall on 
just one person, as there will be many, many 
questions until new systems bed in.
7. Find all files that contain personal data 
- right now. These can be either paper or 
online files. Make sure you know exactly 
what you have and exactly where it is. This 
will make it easier for you to formulate your 
policies for data storage and what to do if 
someone requests their data from you at 
a later date. Also, document all software 
products that your school is using and be 
satisfied that they’re GDPR compliant; know 
what data they store locally and remotely – 
and why. Software inventory is particularly 
useful as it will highlight any non-standard 
apps that individual teachers may be using.
8. Project plan: If you need technical help 
(with, for example, setting up systems to 
manage and record consent or identify 
a data breach), call a meeting, set a clear, 
documented project plan and get the 
process underway now. Alternatively, look 
at online solutions that can help step you 
through the process.
9. Procedure plan: Where new procedures 
will be required under GDPR, plan these in 
detail and implement new strategies for 
dealing with them as soon as you can. Use 
“what if” scenarios to help you plan. For 
example: What if a USB stick gets left in a PC 
overnight? How would you report/provide 
evidence of whether it was accessed? 
And how would you record that breach? 
Or, what if a parent contacts us asking to 
provide all data we hold about their child? 

How would you find it? How would you 
ensure none was missed? How would you 
collate it? Whose responsibility would it 
be to find and provide it? How would you 
achieve this in the set timescale? And so on.
10. Keep a comprehensive evidence data 
trail of everything that you do so that you 
can provide records of your compliance 
activity.
11. Get advice – if there are requirements 
that you’re unsure of how to deal with: ask 
for help. Ask other schools how they’re 
handling it, research it online or post a 
question on social media. Everyone is in 
the same boat in trying to find their way 
through this, so it’s likely others will be more 
than willing to share and discuss potential 
solutions.
12. Know where to go to for official 
information in case queries arise. The 
authority on GDPR in the UK is the 
Information Commissioner’s Office.
13. Hold staff GDPR briefings and outline 
their roles in adhering to the rules, then 
follow up with training for those with a 
more prominent part to play.
14. Above all, be organised, be methodical: 
be prepared!

The countdown is on
As GDPR requirements will be ongoing, 
it makes sense for schools to learn to 
be largely self-sufficient, so speaking to 
organisations that provide tools to allow 
them to do this will mean the process can 
be much more sustainable for the future. 
It’s better for schools to get to grips with 
this now, rather than leave it until near the 
deadline and end up paying a consultant 
for something they could easily have done 
themselves.
The important thing to remember is that 
there’s still time. If, despite all of your best 
efforts, your processes aren’t quite in place 
by then, it’s highly unlikely that you’ll be 
fined on day one.
In summary, this is what schools need to 
do: gather the facts about your data and 
know where it is stored; discover how and 
why the data is used; protect it; record 
and report and keep all evidence if it goes 
astray. Yes, it will take some dedicated effort 
to do that, but it’s nothing that schools can’t 
handle.
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